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The Website Maintenance Agency of the Rural Development and
Soil and Water Conservation and its Branches in 2024
Abstract

The websites (including English versions) of the Agency of Rural Development
and Soil and Water Conservation (ARDSWC) and its affiliated agencies have long
served as multifunctional, integrated platforms. This year’s project focuses on two
major aspects: achieving AA-level certification for the updated Web Content
Accessibility Guidelines (WCAG) 2.1 standard and expanding the design of the back-

end editor functionalities, as well as system maintenance.

Through comprehensive enhancements and optimizations, the ARDSWC’s
website successfully upgraded to WCAG 2.1 compliance, attaining the AA
certification under the latest regulations from the Ministry of Digital Affairs.
Accessibility adjustments were applied across all existing content to ensure full
compliance. This project covered 16 websites, including sites and various thematic
sites of the ARDSWC and its affiliated agencies (such as six sub-sites and two SEO-
focused pages), aligning with the new standards while optimizing the structural and

visual design to further enhance the user experience.

In parallel with accessibility improvements, the back-end editor has been refined
to support content additions that continue to meet WCAG 2.1 AA standards. These
editor upgrades empower administrators with an intuitive, compliant content
management system, significantly lightening the load for long-term maintenance and

ensuring ongoing accessibility for future content.

Additionally, the websites of the ARDSWC and its affiliated agencies (including
the English site, six sub-sites, and two SEO-targeted pages) are maintained for stable
operation. To uphold operational standards, the ARDSWC adheres to cybersecurity
protocols set by the Ministry of Digital Affairs and complies with ISO/IEC



27001:2022 international information security standards. Measures such as form
management, version control, and data backup are continuously implemented, with
regular self-assessments conducted against government website performance metrics
to ensure ongoing operational maintenance. The project has successfully strengthened
both cybersecurity and compliance, establishing a robust framework that safeguards
accessibility standards while reinforcing comprehensive security and operational
management mechanisms. This approach not only achieves seamless accessibility but
also showcases the ARDSWC’s commitment to maintaining a secure, high-

performing digital service.

The successful completion of this project not only ensures ease of access for
users with disabilities but also highlights the Agency's achievements in digital service
quality and policy communication. This initiative has effectively enhanced the
performance and outreach of the ARDSWC 's suite of websites, maximizing service

efficiency and promotional impact.

e Keywords: WCAG 2.1 AA Certification, System Maintenance
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2017

A04:2017-XML External Entities (XXE)

A05:2017-Broken Access Control -
A06:2017-Security Misconfiguration
A07:2017-Cross-Site Scripting (XSS)
A08:2017-Insecure Deserialization

A03:2017-Sensitive Data Exposure <
- [New) A04:2021-Insecure Design

A09:2017-Using Components with Known Vulnerabilities -
A10:2017-Insufficient Logging & Monitoring —

2021
_=r AD1:2021-Broken Access Control
),_,Kf”} A02:2021-Cryptographic Failures
- g A03:2021-Injection

% AD05:2021-Security Misconfiguration
ST A06:2021-Vulnerable and Outdated Components
— A07:2021-Identification and Authentication Failures
o {New) A08:2021-Software and Data Integrity Failures
> A09:2021-Security Logging and Monitoring Failures*
(New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

@ 3-40 OWASP TOP10 F# % 2>

{2 Acunetix

Developer
Report

Acunetix Security Audit

2023-10-24

Scan of www.ardswe.gov.tw

Scan details

Sean information

Start fime 2023-10-22T19:57-08.855181+08:00
Start url hitps:/iwww.ardswe gov twHome/
Host www.ardswe.gov.tw
Scan time 1531 minutes, 34 seconds
Profile Full Scan
Server information Microsofi-IIS/10.0
Responsive True
Server 05 Windows
Server technologies ASPNET
Application build 15.2221208162
Threat level

Acunetix Threat Level 1

One or more low-severity type vulnerabilifies have been discovered by the scanner.

Alerts distribution
Total alerts found 18
QHigh 0
Medium 0
OLow 7
© Informational 12
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